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Figure: With increasing workloads the constraints that are placed on the device also increases.

. 6. Observation I: S 314 200 209 2.33 196 3.10 3.60
2. OverV|eW ] . . = 301 3.97 3.55 [2.33 283 3.17 | 241 278
Can we adjust gate parameters to reduce the power consumption of the gates in these
egog e NIRRT 3.63 @EsEN 3.08 3.01 4.35 207 2.000 231
Vulnerabilities vulnerable areas? . .

‘ B Vdd=0.945V W Vdd=1.05V Vdd=1.1V N 197 | 217 3.77 3.932.31 2.58 b
l l 2200
. 2047.4 < WEREM 139 | 1.32 | 1.02 | 1.25 [ BEXEN 181 | 1.68 BEXE
Hardware side-channels

Software Vulnerabilities rovee 1750.7
1650 . e 3.31 2.78 2.79 3.52 3.48 pmya 257

1357.8

N 3.43 3.29 | 2.09 2.592.48 ZAGrS 1.82 | 1.54 | 7200

Power( pW)

O 2,71 3.13 299 2.77 339 289 369 244 432 | 241

550 487.56 459.02
200.4 363.27
: SEBYAR 294 [ 254 [ 243 288 | 3.12 198 WIEN 4.16 BN
M — M s
v 0

Power Timing EM NOise Fault Vdd=0.945V Vdd:(l).OSV Vdd=1.1V Vdd=0.945V Vdd(:):.05V Vdd=1.1V Vdd=0.945V Vddj:).OSV vVdd=1.1V Vdd=0.945V Vddj:.05v vdd=1.1V o | 2 1.06 [iwwie) 1.74 1.68 1.86 1.59 2.78 1.35 1.84 -1.5
Input Value 0 1 2 3 4 5 (] 7 8 9
_3Goals oue Yarafon ofpoeruily o ora AR g
Figure: The TVLA profile of the AES-128 design, with the design divided into a 10 x 10 grid after Karna optimization.
B HVT @ svt LvT
» Can try and identify the reason for the information leakage via power side-channel? 14000
9476.8
Can we keep the overheads down? < 5108
? 7000 6948.9
: s Table: Design delay, area and power numbers with and without Karna for achieving a security (r) of 4.5.
4. Prior Work AES PRESENT Simon
1357.8 . ; 1646.9 1759.7 : - . - - - -
T EEDEE =N . Without| With | Without|With | Without| With
¥ LT ’ "o oS s e s Karna = Karna Karna Karna Karna |Karna
} Delay (ns) | 0.5 0.5 0.3 0.3 1.12 | 1.12
Figure: Variation of power with V; for a AND gate. Leak
HDL [31, [4] i eakage
492.4 236.65 | 562 0418 3.70 0.16
: Varying th t rameter refully might red th wer consumed b h Power(. W)
Synthesis :tz' g the gate parameters caretuily might reduce the power consumed Dy eac #Gates | 149943 149943 1520 @ 1520 @ 622 @ 622
gate: TVLA 8.22 | 3.7 | 1228 4.06  20.799 @ 4.48
Floorplan 7. Observation II: » Power reduction of 80.05% on average.
' Where the power profile of | » Karna meets security & delay objectives.
Placement the design is altered . ovr O Size Vdd o VT O Vdd Size
' 2 1.89
} 10. Future Work
Routing 0.075 1.5 1.417
! _ » Gan be extended to target fault attacks, EM attacks.
Layout > 005 E -2 » Can be extended to incorporate more constraints (e.g. Routing).
v ° 2 0.756
v 0.025 402\21 2%23 < 0.5 0.378 R efe rences
. o o o o
Tapeout 0.378 0.378 0.378
0 1. Canright et.al. "A very compact "perfectly masked” s-box for AES (corrected).” CHES 2009.
! 0 0 1 2 3 4 5 2. Akkar et.al. ” An implementation of DES and aes, secure against some attacks.” CHES 2001.
i 0 1 2 3 4 .o i _ 3. Tiri et.al. ” A visi design flow for secure side-channel attack resistant ics.” DATE 2005.
Hardware (5], 16] Changlng the gate parameters might affect the other design goals like delay and 4. A. G. Bayrak et al. An eda-friendly protection scheme against side-channel attacks. DATE 2013.
area 5. Arvind Singh, et.al. "Exploring power attack protection of resource constrained encryption engines using integrated low-drop-out regulators.” ISLPED 2015.
- 6. Sanu Mathew, et.al. "Ultra-low energy circuit building blocks for security technologies.” DATE 2018.

RISE group, IIT Madras, Chennai 600036, India. WWW: http://www.rise.cse.iitm.ac.in/



