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The Problem

Can we incorporate security constraints into backend VLSI design?

1. Introduction
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Figure: With increasing workloads the constraints that are placed on the device also increases.

2. Overview
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3. Goals

I Can try and identify the reason for the information leakage via power side-channel?
I Can we come up with a solution to minimize/eliminate the same while designing a device?Bonus:

Can we keep the overheads down?

4. Prior Work
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5. Motivation

Figure: The TVLA profile of the AES-128 design, with the design divided into a 10 × 10 grid before Karna
optimization.

Not all areas in the design are equally vulnerable !

6. Observation I:

Can we adjust gate parameters to reduce the power consumption of the gates in these
vulnerable areas?
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Figure: Variation of power with Vdd for a AND gate.
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Figure: Variation of power with Vt for a AND gate.

Varying the gate parameters carefully might reduce the power consumed by each
gate!

7. Observation II:
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Changing the gate parameters might affect the other design goals like delay and
area.

8. Solution:Karna

Results

Figure: The TVLA profile of the AES-128 design, with the design divided into a 10 × 10 grid after Karna optimization.

9. Results

Table: Design delay, area and power numbers with and without Karna for achieving a security (τ ) of 4.5.

AES PRESENT Simon
Without
Karna

With
Karna

Without
Karna

With
Karna

Without
Karna

With
Karna

Delay (ns) 0.5 0.5 0.3 0.3 1.12 1.12
Leakage
Power(µW) 492.4 236.65 5.62 0.418 3.70 0.16

#Gates 149943 149943 1520 1520 622 622
TVLA 8.22 3.7 12.28 4.06 20.799 4.48

I Power reduction of 80.05% on average.
I Karna meets security & delay objectives.

10. Future Work

I Can be extended to target fault attacks, EM attacks.
I Can be extended to incorporate more constraints (e.g. Routing).
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